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Smart Connect at KBCC

Smart Connect at KBCC

To improve the user experience for staff at KBCC, we have a new application called Smart
Connect.. After you login to the KBCCStaff Wi-Fi network, you will see a new page. Click on
the “Connect to the secure network” button, and the Wi-Fi system will configure your device to
connect seamlessly to the Wi-Fi network. The next time you'll have to login to KBCCStaff again
is when the system makes you change your password.

iPod 7:39 PM (==

https://guestwifi.kingsborough.edu

TT LogIn Cancel

Login Client Configuration
Successful Authentication

To configure your device for secure encrypted network
access please click:

( Connect to the secure network )

Alternatively you can continue to access the network
unencrypted by clicking:

( Connect to the open network )

© 2011 Meru Networks. All Rights Reserved.

Figure 1 iPhone Smart Connect Page

Smart Connect is a piece of software downloaded to a user's device that automatically
configures the appropriate parameters for each type of device to connect to the network. The
experience is slightly different for Windows, Android and Apple devices. The instructions and
screenshots that show the Smart Connect process for each type of device that you bring on to
campus are in the following sections.

You can choose not to use Smart Connect and continue using the network as you have every
day.

When you change your account password, you will have to reconnect to the KBCCStaff wireless
network, login, and re download the Smart Connect software so that your new password is
embedded in your device. Smart Connect will then reconnect you to the secure network again.
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Smart Connect at KBCC

Apple DEVICES

iDevices will have a profile created by Smart Connect on their devices that contains the network
connection information. If you have an iPhone, iPad or iPod, the process will look very similar
to the following screens:
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Cancel

Login Client Configuration

Login Successful Authentication
Login with you KB credentials: To connect to the secure network please:
Username: [ cplunkelt ] 1. Click the install button and accept all questions.

] 2. Go to Home Screen > Settings > Wi-Fi

Password: [ Samanssas 3. Choose the "KBCCStaffdot1xtest" network

Login If you are not prompted to accept a network
configuration profile after tapping the install button,
please tap the cancel button at the top right of the
screen and then accept the profile.

(__Click here to install the iOS Network Profile )

© 2012 Kingsborough Community College. All Rights

Reserved.
© 2011 Meru Networks. All Rights Reserved.
Ifigure 2 iPod Staff Login Portal A Ifigure 4 iPod Smart Connect Configuration A
Smart Connect screen
& Untitled

iPod 7:39 PM L=

guestwifi.kingsborough &

Cancel Install Profile

Login Client Configuration
Successful Authentication

Authentication successful, you are now connected to Namg _

the Kingsborough Community College Staff Wireless Organization

network.

KBCCStaffLive Network Access | Not Verified (SN |

To configure your device for KBCCStaffLive network il e

access please click: Signed guestwifi.kingsborough.edu
Smart Connect Received Dec 31, 1969

Contains 2 Certificates
Standard Network Access Wi-Fi Network

Alternatively you can continue to access the network .
without doing anything more. More Details >

Your session will expire in:7 Hour(s) 59 Minute(s)
Logout

4« 2 M @
Figure 3 iPod Successful Login Page i
Figure 5 iPod Profile Install Request

© Copyright 2013 Meru. All rights reserved.



iPod 7:41 PM ==}

guestwifi.kingsboro...
Go Daddy Class 2 Certificat...

Not Verified

Description Client Authentication
Expires Jan 18, 2014, 1:29:32 PM

More Details >

Ifigure 6 Profile Certificate Acceptance

ANDROID

Smart Connect at KBCC

iPod 7:40 PM ==

Name
Organization

& Verified

Description Description
Signed guestwifi.kingsborough.edu
Received Dec 31, 1969

Contains 2 Certificates
Wi-Fi Network

More Details >

Ifigure 7 iPod Successful Profile Installation

Devices running Android will be redirected to the Google Play store to download Smart
Connect. Clicking on the Smart Connect button after logging in will take you to the Play store to
download and install the app. After you download the app, press the back button on your device
to get back to the offer page and click the Smart Connect button. The app you just downloaded

will launch and configure your device.

The following Smart Connect screenshots take you through the process of offer to

reconfiguration.
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‘| [ https://guestwifi. | #|

Welcome to the Staff Wireless Network
Login

Login with you KB credentials:

Username: | |

Password: | |
_Login

£ 2012 Kingsborough Community College. All Rights Reserved.

Figure 8 Staff Portal Android Logi

PR = B X T B

‘& [ https://guestwifi. | |

Login Client Configuration
Successful Authentication

Authentication successful, you are now connected to
the KinEsbomugh Community College Staff Wireless
network.

Secure Network Access

To configure your device for secure encrypted
network access please click:

ESmartConnect }
Open Network Access

Alternatively you can continue to access the network
unencrypted without doing anything more.

Your session will expire in:6 Hour(s) 49 Minute(s)
_Logout|

© 2012 Kingsborough Community College. All Rights Reserved.

Figure 9 Android Smart Connect Offer

Complete action using

"y Play Store

6, Web

Use by default for this action

Android Select Google Play Store

M -~ Jl

Figure 10

-
MCERU

NEITWORRKS®

This app is used to enable secure access to
a wireless network.

It will start automatically when you connect
to a network managed by the Meru Identity
Manager appliance.

You are connected to the "KBCCStaff"
wireless network.

Version 3.0.6
© 2011-2012 Meru Networks. Al rights reserved.

Figure 11 Android Smart Connect
Reconfiguration

© Copyright 2013 Meru. All rights reserved.



WINDOWS

Windows clients will download the Smart Connect agent from the IDM system directly. The
following are Smart Connect screenshots of the process from another customer’s network. They
take the user through the download and reconfiguration process. You must have Java enabled in
your browser for this to work. Internet Explorer and Chrome are recommended.

[ Fireox > ,J & Accounting for 2/26 in 2 9/11 Exhibiti... |’ Connecting... |j¢1https://ﬂllﬁ-u-lﬂfemstMS‘html | Login to the network = uﬂ

& | @ hitps://guestwifi kingsborough.edu/portal/172.16.0.4/7url=http://nytimes.com/&th=controller.kingsborough.edu:8081 ¢ B Google Pl A B~

z#a;;ﬂévﬁyﬂmz

Acceptable Usage Policy

By clicking "Accept" you agree to the terms and conditions specified at the following links:
CUNY Web Site Privacy Policy
CUNY Computer Resources Use Policy

Accept ‘ Reject ‘

© 2012 Kingsborough Community College. All Rights Reserved

1‘? (e -] ! oo .| @ |8 1. | écre.;‘ “sma: 2'013.;: QtUnt|1I7 @ k& i | EYOEADE I D AT W ol s I 1m0saM |
Figure 12 Staff Portal Welcome Screen

© Copyright 2013 Meru. All rights reserved.



Smart Connect at KBCC

|:¢j https://172.16.0.172/ems/EMS html Login to the network x uﬂ

MJ & Accounting for 2/26 in a 9711 Exhibiti... | ) Connecting...
C | B~ Google P & B-

& @ hitps//questifi kingsborough.edu/portal 17216.0.4

zﬁmé;;&r/%gm

Login to the network

Login

Login fo the Kingsborough Staff Wireless network using your KB credentials

Password

© 2012 Kingsborough Community College. All Rights Resemved

Figure 13 Staff potal Login Screen

| Authentication successful

WJ & Accounting for 2/26 in a 9/11 Exhibiti... * | { https://172.16.0.4/ems/EMS html |Ic] https://172.16.0172/ems/EMS html
e || B - Google A A& B-

[ UIHATIVIT T VIRV
OSEnvu:Es

@FM@/@@_@W}

Login Successful Authentication Client Configuration

€ | @ nips/

n

Authentication successful, you are connected to the network
Secure Network Access

To configure your device for secure encrypted network access please click:

Smart Connect
Open Network Access

Alternatively you can continue to access the network unencrypted without doing anything more.

Your account will expire in- 5 Hour(s) 49 Minute(s)

Logout

. Inb-:..” Micr .' @ i - . - 3 & ¥
Figure 14 Post Login Smart Connect Offer
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Smart Connect at KBCC

l=lE] % |
. * Q<=

| B Other bookmarks

Client configuration instr New Tab

Wircless Broadband ... [ TypcPad - Signinto... [N Founding Members @l TD-LTE Themostp.. [ Muttifamily Mcdia... [ Evolution of 36 Net...

Connect to the secure network
Secure Network Configuration

0 ensur L securfy andownload the Smart Connect utility which will automatically configure
802 1X pratocal 3

The application's digital signature has been verified. ts

Do you want to run the application?

longer need to authenticate using your web browser
ss networks your connection will be encrypted
Name: SmartConnect Launcher oy
jart Connect Utility access to your computer please click the
Publisher: Identity Networks Limited

From: https: /fauestwifi.kingsborough. edu
AN

m

Always trust content from this publisher.

=

nect Utility please click on the download button provided if

This application vl run vith unrestricted ©ehich may gt un opfion, if you save the file fo your computer, you can run it later

U your personal information at risk. The publisher’s identity has been More Information...
verified. Run this spplication only # you trust the publsher,

Click here to download Smart Connect

SmartConne e Show all download

@ @ ol s [ 115AM

Client configuration instr New Tab

[ A - I

i CEDX Corporation. . 31 StepstoaFinanci.. [T Wireless Broadband .. [ TypePad -Signinto.. [ FoundingMembers [ TD-LTE Themostp.. [ Multifamily Media...  [i§ Evolution of 3G Net.. | @ Other bookmarks

Connect to the secure network

Secure Network C i Semn'tyWaminL =5

To ensure Your SeCUMll 1. udsisher could rat be verified. A you sie you want 1o
your device to authenf] | nun this software?

‘ﬂ Name: C:\Users\cplunkett\Downloads\SmartConnect exe
i Fublisher: Unknown Publisher

tically configure

This will provide the g

e Type: Application
s+ Automatic authd L s

* Encrypted acce]

If you are prompted td) [ An ][ Coce

From: C:\Users\cplunkett\Downloads\SmartConnect.exe

e click the
accept/allow button s
P 7] Aways ask before opening this file
T fie caeErint haveia el cigh 2 Sgriznire thia weghioe v 3
{\3; publisher. You should only run software from publishers you trust
How can | decide what software to un
To download and run iprovided if

prompted to run or save Select the run option, It you save the fle 1o your computer, you can run it later
by double clicking on the file.

Click here to download Smart Connect

SmartConne € Show all downloads...

’;; e o 1o he netw.. | B @ [ Chent configurati... & mdnws,\ava;ig.”.. 2 . B 3 B AT G [ 1125aM
Figure 16 Allow Program to Run
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Smart Connect at KBCC

i .. TS R = ] 5 )

_| “A Ratate *

| MERU -- -
1 Steps to 2 Fina e ustion of 3G Net.. | mm Other bookma

NETWORKS

& CEDX Corporation. ...

B:

Welcome to the Smart Connect network configuration tool. This program
will configure your device so that it can authenticate to the network.

m

1. Please enter your credentials to access the network:

Username  cplunkett Password eseesssese

2. Click Start to configure your computer and connect to the network

i

©2011-2012 Meru Networks. All Rights Reserved.

o i ]
+ 719, 245px i) 1] 1366 = 768px Size: 447.0KB

G intothenetw.. | B @ @ Client configurati... || @8 WindowsRunSma... ru Smart Con

i .. TS R = ] 5 )

Bl & Resize
t -
| “h Ratate -

BE- &9

tion of 3G Net... | mm Other bookma

|
i CEDX Corporation. ... 1 Steps o a Fina

B:
NETWORKS

Congratulations your computer is now configured so that it can connect to
the network.

m

Please press connect now for network access.

©2011-2012 Meru Networks. All Rights Reserved, view log file

Pl n | b
100 1366 = 763px {}

——— [P——— | E———
G in to the S ] @ Client configurati... || @8 Untitled - Paint ru Smart Con

Figure 18 Ready To Connect
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Smart Connect at KBCC

KBCCStaffdotlx/17. 0.4/success

8 https://
31 Steps to a Finan

4 CEDX Corporation. ...

u

NETWORKS

Connecting, please wait

Connecting

©2011-2012 Meru Networks. All Rights Reserved.

© 2011 Meru Networks. All Rights Resenved
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Wireless connection successful

©2011-2012 Meru Networks. All Rights Reserved, view log file
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Figure 20 Successful Finish
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